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A Model Context Protocol (MCP) server library
for Elixir, implementing the 2025-11-25
specification over the Streamable HTTP transport.
	Define servers with a concise DSL or the full Urchin.Server behaviour.
	Mount as a Plug into Phoenix/Plug pipelines, or run standalone with Bandit.
	Tools, resources, resource templates, prompts, completion and logging.
	Server-initiated requests over SSE: sampling, elicitation and roots.
	Progress notifications, cancellation, pagination and a resumable GET SSE stream.
	Optional OAuth 2.1 authorization: RFC 9728 discovery and pluggable token validation.

This library implements the server side only. The stdio transport is intentionally
not supported; only Streamable HTTP is provided.

Requirements
	Elixir ~> 1.18 (verified on 1.18 and 1.19)
	Erlang/OTP 25+ (verified on OTP 25, 27 and 28)

Installation
Add urchin to your dependencies:
def deps do
  [
    # The Hex badge above shows the latest version. Pre-1.0 minor releases may include
    # breaking changes; pin a minor (e.g. {:urchin, "~> 0.2.0"}) if you need stability.
    {:urchin, "~> 0.2"},
    # Required only for the standalone endpoint (Urchin.start_link / Urchin.Endpoint):
    {:bandit, "~> 1.6"}
  ]
end
Quick start
Define a server with the DSL:
defmodule Demo.Server do
  use Urchin.Server, name: "demo", version: "1.0.0", instructions: "A demo MCP server."

  tool "echo",
    description: "Echo the message back",
    input_schema: %{
      "type" => "object",
      "properties" => %{"message" => %{"type" => "string"}},
      "required" => ["message"]
    } do
    {:ok, [Urchin.Content.text(args["message"])]}
  end

  tool "add",
    description: "Add two integers",
    input_schema: %{
      "type" => "object",
      "properties" => %{"a" => %{"type" => "integer"}, "b" => %{"type" => "integer"}},
      "required" => ["a", "b"]
    },
    output_schema: %{"type" => "object", "properties" => %{"sum" => %{"type" => "integer"}}} do
    sum = args["a"] + args["b"]
    {:ok, [Urchin.Content.text(Integer.to_string(sum))], structured_content: %{"sum" => sum}}
  end
end
Run it standalone (requires :bandit):
{:ok, _pid} = Urchin.start_link(Demo.Server, port: 4000, path: "/mcp")
or supervise it:
children = [{Urchin.Endpoint, server: Demo.Server, port: 4000, path: "/mcp"}]
Supervisor.start_link(children, strategy: :one_for_one)
The endpoint now speaks Streamable HTTP at http://127.0.0.1:4000/mcp.
Both forms link the endpoint to the calling process. A long-running application keeps it
alive through its supervision tree; in a one-off mix run script you must keep the calling
process alive yourself (the examples block on the supervisor — see examples/calculator.exs).
Mounting in Phoenix / Plug
The transport is a plain Plug. Mount it before any body parser, since it reads the
raw request body itself:
# Phoenix router
forward "/mcp", Urchin.Transport.StreamableHTTP, server: Demo.Server
# Plug.Router
forward "/mcp", to: Urchin.Transport.StreamableHTTP, init_opts: [server: Demo.Server]
Resources and prompts
defmodule Demo.Server do
  use Urchin.Server, name: "demo", version: "1.0.0"

  resource "config://app", name: "app-config", mime_type: "application/json" do
    {:ok, [Urchin.Content.text_resource(ctx.uri, ~s({"ok": true}), mime_type: "application/json")]}
  end

  # RFC 6570 template; ctx.params holds the extracted variables.
  resource_template "files://{path}", name: "files" do
    {:ok, [Urchin.Content.text_resource(ctx.uri, File.read!(ctx.params["path"]))]}
  end

  prompt "greet",
    description: "A greeting prompt",
    arguments: [%{name: "name", required: true}] do
    {:ok, [Urchin.Prompt.user_message(Urchin.Content.text("Hello " <> args["name"]))], "A greeting"}
  end
end
Inside a tool/prompt block, args (the decoded arguments) and ctx
(an Urchin.Context) are bound. Inside a resource/resource_template block, only
ctx is bound; for templates ctx.uri and ctx.params are set.
Content helpers
Urchin.Content builds the content blocks used in tool results and prompt messages:
Urchin.Content.text("hello")
Urchin.Content.image(base64_png, "image/png")
Urchin.Content.audio(base64_wav, "audio/wav")
Urchin.Content.resource_link(%Urchin.Resource{uri: "file://a", name: "a"})
Urchin.Content.embedded(Urchin.Content.text_resource("file://a", "data"))
and the resource contents returned from resources/read:
Urchin.Content.text_resource("file://a", "data", mime_type: "text/plain")
Urchin.Content.blob_resource("file://a", Base.encode64(bytes), mime_type: "application/octet-stream")
Progress, logging and cancellation
Handlers receive an Urchin.Context that can stream notifications related to the
in-flight request. Emitting anything before the result automatically upgrades the
HTTP response to an SSE stream.
tool "import", description: "Long running import" do
  Urchin.Context.progress(ctx, 25, total: 100, message: "reading")
  Urchin.Context.log(ctx, "info", "import started")

  if Urchin.Context.cancelled?(ctx) do
    {:error, "cancelled"}
  else
    {:ok, [Urchin.Content.text("done")]}
  end
end
Progress notifications are only sent when the client supplied a progressToken.
Server-initiated requests (sampling, elicitation, roots)
A handler can call back into the client and await the response. These travel on the
SSE stream of the originating request; the client's reply arrives on a later POST and
is correlated automatically.
tool "summarize", description: "Summarize via the client's LLM" do
  {:ok, result} =
    Urchin.Context.create_message(ctx, %{
      messages: [%{role: "user", content: Urchin.Content.text("Summarize: " <> args["text"])}],
      maxTokens: 200
    })

  {:ok, [Urchin.Content.text(result["content"]["text"])]}
end

tool "ask_name", description: "Ask the user for their name" do
  case Urchin.Context.elicit(ctx, %{
         message: "What is your name?",
         requestedSchema: %{
           "type" => "object",
           "properties" => %{"name" => %{"type" => "string"}},
           "required" => ["name"]
         }
       }) do
    {:ok, %{"action" => "accept", "content" => %{"name" => name}}} ->
      {:ok, [Urchin.Content.text("Hello " <> name)]}

    {:ok, _} ->
      {:ok, [Urchin.Content.text("No name provided")]}
  end
end
Urchin.Context.list_roots/2 is also available.
Authorization (OAuth 2.1)
Authorization is optional and off by default. When enabled, Urchin acts as an OAuth 2.1
Resource Server:
it validates inbound bearer tokens and advertises its authorization server through
RFC 9728 Protected Resource Metadata. The
authorization server itself (token/authorization endpoints, PKCE, consent) is external and
out of scope.
Configure it with Urchin.Auth.new!/1. The :authorizer is the pluggable seam where
you make the full authorization decision: token validity, expiry, issuer, audience/resource
binding, scopes and tenant policy. It receives the current request connection so
multi-tenant servers can resolve the correct realm/JWKS/introspection endpoint per request:
defmodule Demo.Authorizer do
  @behaviour Urchin.Auth.Authorizer

  @impl true
  def authorize(nil, _auth, _conn), do: {:error, :missing, "Authorization required"}

  def authorize(token, auth, conn) do
    required = Urchin.Auth.required_scopes(auth, conn)

    with {:ok, payload} <- verify_jwt(token, conn) do
      claims = Urchin.Auth.Claims.from_map(payload)

      cond do
        not Urchin.Auth.Claims.covers_resource?(claims, auth.resource) ->
          {:error, :invalid_token, "Token audience is invalid"}

        not Urchin.Auth.Claims.has_scopes?(claims, required) ->
          {:error, :insufficient_scope, "Insufficient scope"}

        true ->
          {:ok, claims}
      end
    else
      :error -> {:error, :invalid_token}
    end
  end
end

auth =
  Urchin.Auth.new!(
    # canonical server URI; authorizers should enforce it as the RFC 8707 audience/resource
    resource: "https://mcp.example.com/mcp",
    authorization_servers: ["https://auth.example.com"],
    scopes_supported: ["mcp:tools", "files:read", "files:write"],
    required_scopes: ["mcp:tools"],
    authorizer: Demo.Authorizer
  )
For realm-aware deployments, authorization_servers may also be fn conn -> [issuer] end;
the metadata endpoint resolves it per request. To carry tenant context into the 401
challenge, configure resource_metadata_url: fn conn -> url end so the challenge points
clients to a metadata URL that preserves that context — typically by adding a query string
(?realm=...). Urchin serves the discovery document only at the static well-known paths
derived from :resource, so a resolver that changes the path (e.g. a per-tenant path
segment) must be served by your own route or an external host; the built-in metadata
endpoint will not answer it. Validate any tenant identifier before using it to build issuer
or metadata URLs.
The standalone runner serves the discovery document for you, at
https://mcp.example.com/.well-known/oauth-protected-resource/mcp:
{:ok, _pid} = Urchin.start_link(Demo.Server, port: 4000, path: "/mcp", auth: auth)
When mounting the transport yourself, add Urchin.Auth.Metadata (serves discovery at the
host root) and either pass :auth to the transport or use Urchin.Auth.Plug:
# Plug.Router
plug Urchin.Auth.Metadata, auth: auth
forward "/mcp", to: Urchin.Transport.StreamableHTTP, init_opts: [server: Demo.Server, auth: auth]
Unauthenticated requests get a 401 with a WWW-Authenticate: Bearer ..., resource_metadata="..."
challenge so clients can discover the authorization server. Authorization failures are mapped
from the authorizer's {:error, kind, message} result. The validated claims are available to
handlers as ctx.auth for per-tool decisions:
required_scopes is passed to the authorizer and used as a challenge hint. The authorizer is
responsible for enforcing those request-level scopes.
Declare required scopes on the tool and they are enforced before the handler runs (this
fails closed: a request with no authorization is denied):
tool "delete", description: "Delete a file", scopes: ["files:write"] do
  {:ok, [Urchin.Content.text("deleted")]}
end
A per-tool scope failure is returned as a JSON-RPC error from tools/call
(invalid_request, with data: %{required_scopes: [...]}); transport-level
authentication and scope failures remain HTTP 401/403.
Or check ctx.auth yourself for finer-grained decisions:
tool "delete", description: "Delete a file" do
  if Urchin.Auth.Claims.has_scope?(Urchin.Context.auth(ctx), "files:write") do
    {:ok, [Urchin.Content.text("deleted")]}
  else
    # Return an Urchin.Error so the denial is a JSON-RPC `invalid_request`, matching the
    # declarative `scopes:` path. A bare string `{:error, "..."}` would instead surface as a
    # `CallToolResult` with `isError: true`.
    {:error, Urchin.Error.invalid_request("files:write scope required")}
  end
end
See Urchin.Auth for the full option list (authorizer, required_scopes, dynamic metadata
resolvers and extra metadata fields).
The behaviour
For stateful servers or full control, implement Urchin.Server directly. All callbacks
except Urchin.Server.server_info/0 are optional, and a feature is supported only when
its callbacks exist.
defmodule Custom.Server do
  @behaviour Urchin.Server

  @impl true
  def server_info, do: %{name: "custom", version: "1.0.0"}

  @impl true
  def capabilities, do: Urchin.Capabilities.server(%{tools: %{}})

  @impl true
  def init(_arg), do: {:ok, %{started_at: System.system_time()}}

  @impl true
  def list_tools(_cursor, _ctx), do: {:ok, [Urchin.Tool.new(name: "ping")]}

  @impl true
  def call_tool("ping", _args, ctx) do
    {:ok, [Urchin.Content.text("pong; state=#{inspect(Urchin.Context.state(ctx))}")]}
  end
end
The DSL and the behaviour may be mixed: declare some features with the DSL and
hand-write the callbacks for others. State returned by init/1 is available via
Urchin.Context.state/1.
Transport options
Passed to Urchin.Transport.StreamableHTTP, Urchin.Endpoint or Urchin.start_link/2:
	Option	Default	Description
	:server	(required)	the Urchin.Server module
	:init_arg	nil	argument passed to init/1 once per session
	:allowed_origins	nil	:all, a list of allowed Origins, or nil for localhost only
	:require_session	true	reject post-initialize requests without a session id
	:enable_get	true	offer the GET SSE stream (else 405)
	:allow_delete	true	allow client session termination via DELETE (else 405)
	:min_log_level	"info"	default minimum log level for new sessions
	:request_timeout	60_000	per-request handler timeout (ms)
	:validate_protocol_version	true	validate the MCP-Protocol-Version header
	:expose_internal_errors	false	return raised-exception messages to the client (dev only); exceptions are always logged
	:sse_buffer_limit	nil	max recent GET-stream (general SSE) events kept per session for resumption replay (nil keeps the session default of 100)
	:max_sessions	nil	reject new sessions with 503 past this many, atomically and before the server's init/1 runs (nil = unlimited)
	:session_idle_timeout	nil	terminate a session after this many ms without client activity; a session serving a request is not reaped (nil = never)
	:session_max_lifetime	nil	terminate a session this many ms after creation regardless of activity; set above your longest tool run (nil = never)
	:auth	nil	an Urchin.Auth (or keyword options) to require OAuth 2.1 bearer tokens; nil disables authorization

Urchin.Endpoint/Urchin.start_link/2 additionally accept :port, :ip, :scheme and :path.
Some MCP behaviors are enforced unconditionally and have no option: a DSL tool's tools/call
arguments are validated against its input_schema (a mismatch is an isError CallToolResult; a
tool with no schema accepts no properties — servers that implement call_tool/3 by hand validate
their own arguments); operation requests before notifications/initialized are rejected (ping
excepted); a tools/call handler's {:error, binary} is returned as an isError
CallToolResult; duplicate literal tool names are rejected at compile time; and
completion/complete results are capped at 100 values.
Specification coverage
	Area	Methods
	Lifecycle	initialize, notifications/initialized, version negotiation
	Tools	tools/list, tools/call, notifications/tools/list_changed
	Resources	resources/list, resources/templates/list, resources/read, resources/subscribe, resources/unsubscribe, notifications/resources/updated, notifications/resources/list_changed
	Prompts	prompts/list, prompts/get, notifications/prompts/list_changed
	Completion	completion/complete
	Logging	logging/setLevel, notifications/message
	Utilities	ping, notifications/cancelled, notifications/progress, pagination
	Server → client	sampling/createMessage, elicitation/create, roots/list
	Authorization	OAuth 2.1 resource server: RFC 9728 metadata discovery, WWW-Authenticate challenges, request-aware authorizer callbacks

The transport implements: a single endpoint serving POST/GET/DELETE, the
JSON-vs-SSE response decision, 202 Accepted for notifications and responses,
Origin validation, MCP-Session-Id management, the MCP-Protocol-Version header,
SSE priming events, per-stream event ids, and Last-Event-ID resumption of the GET
stream. Urchin currently replays the GET general stream only; POST request streams are
not replayed (the spec permits, but does not require, replaying either).
Not included
	The stdio transport (out of scope by design).
	The OAuth 2.1 authorization server: Urchin is the resource server only. Token,
authorization and registration endpoints, PKCE and consent live in an external
authorization server.
	Task-augmented execution (tasks/*) is not yet implemented; servers advertise no
tasks capability.

Security
When exposing a server beyond localhost, configure :allowed_origins, bind to the
intended interface via :ip, and require authorization with :auth (see
Authorization). The transport validates the Origin header
(DNS-rebinding protection), issues cryptographically random session ids, redacts
unexpected exception and malformed-return messages by default (:expose_internal_errors
is false), and only issues server-initiated requests for capabilities the client
advertised.
Session lifecycle limits are built in (:max_sessions, :session_idle_timeout,
:session_max_lifetime); configure them for public deployments. Rate limiting is not yet
built in; add it in front of the transport. See SECURITY.md for the threat
model, a deployment checklist, and how to report vulnerabilities.
License
MIT


  

    Changelog

All notable changes to this project are documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
0.4.0 - 2026-06-11
This release redesigns OAuth authorization around a pluggable authorizer that owns the full
token-verification decision, and adds per-request resolution of the authorization server and
protected resource metadata. The authorization changes are breaking relative to 0.3.0; see
Changed for how to migrate.
Added
	Per-request OAuth authorization server resolution: authorization_servers may now be a
fn conn -> [issuer] end resolver, allowing tenant/realm-aware Protected Resource
Metadata. Token audience/resource binding is owned by the configured authorizer.
	Per-request OAuth protected resource metadata URL resolution via resource_metadata_url: fn conn -> url end, allowing WWW-Authenticate challenges to preserve tenant context
(e.g. a ?realm=... query parameter) for the follow-up metadata request. The discovery
document is served only at the static well-known paths derived from :resource; a resolver
that points at a different path (e.g. a per-tenant path segment) must be served by your own
route or an external host.

Changed
The following are breaking relative to 0.3.0.
	Urchin.Auth now delegates the full request authorization decision to an injected
Urchin.Auth.Authorizer (authorize/3) or 3-arity function. Urchin extracts bearer
tokens, serves metadata, builds WWW-Authenticate challenges and passes claims to
handlers; token validity, expiry, issuer, audience/resource binding, scopes and tenant
policy are owned by the authorizer. A missing or blank token is resolved by Urchin to a
401 :missing challenge before the authorizer runs, so the authorizer is only invoked
with a non-empty token and the unauthenticated discovery bootstrap always gets the spec
challenge.
	BREAKING / SECURITY: Urchin no longer performs SDK-level expiry, audience/resource
binding or request-scope enforcement after a token callback succeeds. Migrating
applications must implement those checks inside their authorizer (for example using
Urchin.Auth.Claims.covers_resource?/2 and has_scopes?/2).
	Urchin.Auth.new!/1 now rejects removed options such as :token_validator and
:audience_validation, and rejects unknown options instead of silently ignoring them.
	Urchin.Auth.Authorizer may return {:ok, map} for migration compatibility; Urchin
normalizes the map (string- or atom-keyed) through Urchin.Auth.Claims.from_map/1. A
foreign struct returned in {:ok, ...} is reported as a server error rather than crashing
the authorization pipeline.
	Authorization server issuer URLs now reject query strings in addition to fragments.
	Extra :metadata fields may no longer override fields owned by Urchin, such as
resource and authorization_servers.
	Protected Resource Metadata responses now include Cache-Control: no-store.

Fixed
	A per-request :resource_metadata_url or :required_scopes resolver that raises while a
WWW-Authenticate challenge is being built no longer escalates the 401/403 into a
500 with no challenge; the challenge degrades to a valid header without the failed hint,
and the failure is logged. The scope hint is also resolved only when a challenge is built,
not on every successful request.

0.3.0 - 2026-06-08
This release makes the server enforce the MCP specification by default. Several behaviors
that were previously absent or lenient are now always on; see Changed for the breaking
details and how to adapt.
Added
	Session lifecycle limits: :max_sessions (reject new sessions with 503 past a cap —
enforced atomically, before the server's init/1 runs, so a rejected session pays no
init cost and the cap holds under concurrent initializes), :session_idle_timeout
(terminate after inactivity; a session serving a request is not reaped) and
:session_max_lifetime (terminate a fixed time after creation). All default to nil
(unlimited) and are validated as positive integers at startup. Session processes are now
restart: :temporary so an ended session is never resurrected under its old id.
	Declarative tool scopes: tool "name", scopes: ["files:write"], ... enforces the scopes
against ctx.auth before the handler runs, failing closed when the request carries no
authorization.
	:expose_internal_errors transport option (default false). Unexpected exceptions and
malformed handler returns are now logged in full but return a generic message to the
client; enable the option to surface the detail in development. Deliberate Urchin.Error
values and {:error, message} returns are never redacted — their message/data reach the
client unchanged.
	Capability guards: Urchin.Context.create_message/3, elicit/3 and list_roots/2
return an error without contacting the client when it did not advertise the matching
sampling/elicitation/roots capability.
	415 Unsupported Media Type for POST requests whose Content-Type is not
application/json.
	SECURITY.md with a threat model, deployment checklist and vulnerability reporting.
	:sse_buffer_limit transport option (default nil, preserving the session's internal
default of 100) forwarding the per-session GET-stream replay buffer size to the session;
previously only configurable on Urchin.Session directly.

Changed
The following are now enforced by default, with no opt-out, for MCP spec compliance. They are
breaking relative to 0.2.0.
	A DSL tool's tools/call arguments are validated against its input_schema before the
handler runs; a mismatch is returned as a CallToolResult with isError: true so the model
can self-correct. A tool that declares no input_schema now defaults to an object that
accepts no properties (additionalProperties: false), so unexpected arguments are rejected —
declare an explicit input_schema to accept arbitrary fields. A non-object arguments value
is a malformed request and remains a JSON-RPC invalid_params error. Servers that implement
call_tool/3 by hand validate their own arguments. Urchin.Schema implements the supported
(minimal) JSON Schema subset.
	Operation requests received before the client sends notifications/initialized are rejected
with invalid_request; only ping is allowed before initialization (the lifecycle's
pings-and-logging exception is for the server's own requests, not the client's
logging/setLevel). Clients must complete the lifecycle handshake before issuing other
requests.
	A tools/call handler's {:error, message} (string) is returned as a CallToolResult with
isError: true so the model can self-correct. A protocol error returned as
{:error, %Urchin.Error{}} is always a JSON-RPC error. (Previously a string handler error
became a JSON-RPC internal error.)
	Duplicate literal tool names within a server are rejected at compile time (a silently shadowed
duplicate was previously accepted, with the last declaration winning); non-literal names (a
variable or expression) cannot be compared statically and are not checked. Urchin enforces no
tool-name pattern (the MCP schema imposes none); servers should still follow the MCP naming
recommendations.
	initialize requires protocolVersion (string), capabilities (object) and clientInfo
(with a string name and version); a missing or mistyped field is an invalid_params
error rather than a silently-defaulted value. The server's serverInfo must likewise carry a
string name and version.
	The MCP-Protocol-Version header is validated on DELETE, matching POST and GET.
	completion/complete request params are validated (ref as a ref/prompt/ref/resource
union, argument.name/value as strings, context.arguments values as strings) and return
invalid_params when malformed. Results are capped at 100 values — a handler returning more is
truncated to the top 100 (already ranked by relevance) with hasMore set — and a
non-conforming result shape (non-string values, etc.) is an internal error.
	A tool's input_schema and output_schema must be JSON Schema objects whose root type is
"object" (per the MCP tools spec); the DSL rejects a non-conforming schema at compile time.
	logging/setLevel is now a library builtin: when the server advertises the logging
capability (via use Urchin.Server, logging: true) it succeeds and applies the level to the
session even without a set_log_level/2 callback. The level is validated against the MCP log
levels (invalid_params otherwise), an exported set_log_level/2 still runs as a hook, and
the session level is updated only after the hook succeeds. Servers that do not advertise
logging return method_not_found.

Fixed
	README no longer claims unqualified "resumable SSE streams"; resumption is scoped to the
GET stream, matching the implementation.

0.2.0 - 2026-06-05
Added
	Optional OAuth 2.1 authorization (Urchin.Auth). Urchin can act as an OAuth 2.1
resource server: RFC 9728 Protected Resource Metadata discovery (served at the
well-known URI and advertised via WWW-Authenticate: resource_metadata), pluggable
token validation (Urchin.Auth.TokenValidator), RFC 8707 audience binding, scope
enforcement and 401/403/400 challenges. Enable it with the :auth option on the
transport, Urchin.Endpoint or Urchin.start_link/2, or compose the
Urchin.Auth.Plug and Urchin.Auth.Metadata plugs. Validated claims reach handlers as
ctx.auth. Authorization remains off by default.

0.1.0 - 2026-06-04
Initial release: a Model Context Protocol (MCP) server library implementing the
2025-11-25 specification over the Streamable HTTP transport.
Added
	Server authoring via the Urchin.Server behaviour and a
tool/resource/resource_template/prompt DSL with automatic capability
derivation.
	Tools, resources (plus templates and subscriptions), prompts, completion and
logging.
	Server-initiated requests over SSE: sampling, elicitation and roots.
	Progress notifications, cancellation, pagination and resumable SSE streams.
	A mountable Plug (Urchin.Transport.StreamableHTTP) and a standalone Bandit
endpoint (Urchin.Endpoint, Urchin.start_link/2), plus Urchin.broadcast/2
for fan-out notifications.



  

    Security Policy

Urchin is a Model Context Protocol (MCP) server library. It implements the transport
and protocol; the surrounding deployment (network exposure, TLS, an authorization server,
rate limiting) is the operator's responsibility. This document describes what Urchin does
and does not protect against, and what you must add before exposing a server publicly.
What Urchin provides
	Origin validation (DNS-rebinding protection). By default only missing-Origin and
localhost are allowed; configure :allowed_origins for browser clients.
	Cryptographically random session ids (MCP-Session-Id), visible-ASCII only.
	OAuth 2.1 resource-server authorization (optional, off by default). When enabled, it
extracts bearer tokens on every request, delegates the authorization decision to your
configured Urchin.Auth.Authorizer, and serves RFC 9728 discovery. The authorizer must
verify token validity, expiry, issuer, audience/resource binding, scopes and tenant
policy. The authorization server itself is external and out of scope.
	Error redaction. Unexpected exceptions and malformed handler returns are logged in
full and replaced with a generic message before reaching clients (:expose_internal_errors,
default false, opts into the detail for development). Deliberate errors — Urchin.Error
values and {:error, message} returns — are not redacted; their message/data reach the
client unchanged, so keep secrets and internals out of them. For tools/call, a string
{:error, message} is surfaced as a CallToolResult with isError: true rather than a
JSON-RPC error.
	Capability-gated server-initiated requests. sampling/createMessage,
elicitation/create and roots/list are only sent when the client advertised the
capability.
	Declarative per-tool scopes. tool "name", scopes: [...] enforces scopes against
ctx.auth before the handler runs, failing closed when the request carries no
authorization (only meaningful when ctx.auth is populated, typically by :auth or an
upstream Urchin.Auth.Plug).
	Argument validation. A DSL tool's tools/call arguments are validated against its
input_schema before the handler runs (a hand-written call_tool/3 validates its own
arguments). It is a minimal subset of JSON Schema (see Urchin.Schema), so unsupported
keywords and output_schema are still your handler's responsibility.
	Bounded request bodies (@max_body, ~8 MB) and a per-request handler timeout.
	Session lifecycle limits (opt-in): :max_sessions, :session_idle_timeout and
:session_max_lifetime. Without them a session persists until the client sends DELETE,
so configure them on any public endpoint to avoid exhaustion.

What you must add before public exposure
Urchin does not yet provide these; supply them in your deployment:
	TLS. Terminate HTTPS at a reverse proxy or the endpoint. OAuth requires HTTPS in
production.
	Authorization. Set :auth (or front the transport with Urchin.Auth.Plug). An
unauthenticated server bound to a public interface exposes every tool to anyone.
	Rate limiting / per-session concurrency limits. Per IP, per session, and for
initialize and long-running tools. (Session count and lifetime are covered by the
built-in limits above; request-rate and in-flight caps are not yet built in.)
	Per-tool authorization beyond scopes. Declarative scopes: covers scope checks;
add app-specific authorization (ownership, tenancy, row-level access) in handlers via
ctx.auth.
	Full input validation. Structural checks against input_schema run automatically, but
validate unsupported JSON Schema keywords, business rules and output_schema in your
handler — Urchin.Schema is a minimal subset.

Deployment checklist
	[ ] HTTPS only; redirect URIs are localhost or HTTPS.
	[ ] :auth configured with an authorizer that verifies signature/introspection, expiry,issuer, audience/resource binding, scopes and tenant policy.

	[ ] :allowed_origins set explicitly (not the localhost default) for browser clients.
	[ ] :ip bound to the intended interface.
	[ ] :expose_internal_errors left at false.
	[ ] :max_sessions, :session_idle_timeout and :session_max_lifetime configured.
	[ ] Rate limiting in front of the transport.
	[ ] Tokens never forwarded to upstream APIs (use a separate upstream token).

Reporting a vulnerability
Please report security issues privately rather than opening a public issue. Use GitHub's
private vulnerability reporting
for this repository, or contact the maintainers at Urth Inc. We aim to acknowledge reports
promptly and will coordinate a fix and disclosure timeline with you.


  

    LICENSE


MIT License

Copyright (c) 2026 Urth Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    
Urchin 
    



      
A Model Context Protocol (MCP) server library implementing the 2025-11-25
specification over the Streamable HTTP transport.
See Urchin.Server for authoring a server (behaviour or DSL) and
Urchin.Transport.StreamableHTTP for mounting it as a Plug. The convenience
runner below boots a server with a standalone Bandit endpoint.
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        broadcast(method, params \\ nil)

      


        Sends a notification to every active session on its general (GET) stream.



    


    
      
        protocol_version()

      


        The latest protocol revision implemented by this library.



    


    
      
        start_link(server, opts \\ [])

      


        Starts a server module behind a standalone Bandit HTTP endpoint.
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      broadcast(method, params \\ nil)



        
          
        

    

  


  

      

          @spec broadcast(String.t(), map() | nil) :: non_neg_integer()


      


Sends a notification to every active session on its general (GET) stream.
Useful for fan-out notifications such as notifications/tools/list_changed or
notifications/resources/list_changed. Sessions without a connected GET stream
buffer the notification for resumption.
Returns the number of sessions notified.
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          @spec protocol_version() :: String.t()


      


The latest protocol revision implemented by this library.

  



    

  
    
      
    
    
      start_link(server, opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(
  module(),
  keyword()
) :: {:ok, pid()} | {:error, term()}


      


Starts a server module behind a standalone Bandit HTTP endpoint.
Requires the optional :bandit dependency. Options are forwarded to
Urchin.Endpoint.start_link/1; common ones are :port, :path, :ip and
transport options such as :allowed_origins.
Example
{:ok, _pid} = Urchin.start_link(MyServer, port: 4000, path: "/mcp")

  


        

      


  

    
Urchin.Auth 
    



      
OAuth 2.1 Resource Server configuration and logic for the MCP authorization spec
(revision 2025-11-25).
Urchin acts purely as an OAuth 2.1 Resource Server (RS): it delegates inbound
access-token decisions to an injected authorizer and advertises the location of its
Authorization Server(s) through RFC 9728 Protected Resource Metadata. The Authorization
Server - the token, authorization and registration endpoints, PKCE, consent - is out of
scope and may be any external entity.
Authorization is optional and off by default. A transport mounted without :auth
serves MCP unauthenticated, exactly as before. Pass an Urchin.Auth (or a keyword
list coerced into one) to turn it on:
auth =
  Urchin.Auth.new!(
    resource: "https://mcp.example.com/mcp",
    authorization_servers: ["https://auth.example.com"],
    scopes_supported: ["mcp:tools", "files:read", "files:write"],
    authorizer: &MyApp.Auth.authorize/3
  )

# one-call runner (also serves the well-known metadata endpoint):
Urchin.start_link(MyServer, port: 4000, path: "/mcp", auth: auth)

# or mounted as a Plug pipeline:
plug Urchin.Auth.Metadata, auth: auth
plug Urchin.Auth.Plug, auth: auth
forward "/mcp", to: Urchin.Transport.StreamableHTTP, init_opts: [server: MyServer]
This module is the single source of truth: it builds the metadata document and the
WWW-Authenticate challenges, and it invokes an injected authorizer. Request context is
passed through as an opaque conn term so tenant/realm-aware callbacks can resolve
per-request authorization data.
Options (new!/1)
	:resource (required) - the canonical server URI, e.g.
"https://mcp.example.com/mcp". Used as the metadata resource field. The
configured authorizer should enforce this as the token audience/resource binding when
RFC 8707 applies. MUST be absolute and MUST NOT carry a fragment.
	:authorization_servers (required) - a non-empty list of AS issuer URLs, or a
1-arity function fn conn -> [issuer] end, surfaced in the metadata document.
	:authorizer (required) - a module implementing Urchin.Auth.Authorizer, or a
3-arity function fn token, auth, conn -> result end. It owns the full authorization
decision: token validity, issuer, expiry, audience, scopes and tenant policy.
	:scopes_supported - optional list of scopes advertised in the metadata document.
	:required_scopes - scopes every request should carry. A list, or a 1-arity function
fn conn -> [scope] end for per-request requirements. Urchin uses this for challenge
hints; the authorizer decides whether and how to enforce it. Default [].
	:bearer_methods_supported - default ["header"] (MCP requires header tokens).
	:resource_name, :jwks_uri, :resource_documentation - optional metadata fields.
	:resource_metadata_url - optional absolute URL, or fn conn -> url end, used in
WWW-Authenticate: resource_metadata. Defaults to the RFC 9728 well-known URL for
:resource. Use a resolver to preserve tenant context in the challenge, e.g. by adding
a query parameter (?realm=...). The metadata document is served only at the static
well-known paths derived from :resource, so a resolver that points at a different path
(e.g. a per-tenant path segment) must be served by your own route or an external host.
	:metadata - a map of extra RFC 9728 fields. Reserved fields managed by Urchin
cannot be overridden.
	:allow_insecure_authorization_servers - permit non-HTTPS issuer URLs (localhost is
always allowed). Default false.
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    Functions
  


    
      
        authorization_servers(auth, conn)

      


        Resolves the configured Authorization Server issuer URLs for the request.



    


    
      
        authorize(auth, token, conn)

      


        Authorizes a bearer token (or its absence) against this configuration.



    


    
      
        challenge(auth, kind, message, conn)

      


        Builds the HTTP response for a failed authorization decision.



    


    
      
        coerce!(auth)

      


        Coerces a transport/plug :auth option into an Urchin.Auth (or nil when disabled).



    


    
      
        metadata_document(auth, conn)

      


        Returns the RFC 9728 Protected Resource Metadata document as a JSON-encodable map.



    


    
      
        new(opts)

      


        Like new!/1, but returns {:ok, auth} or {:error, message}.



    


    
      
        new!(opts)

      


        Builds an Urchin.Auth from options, raising ArgumentError on invalid input.



    


    
      
        required_scopes(auth, conn)

      


        Resolves the scopes required for a request (static list or fn conn -> [...] end).



    


    
      
        resource_metadata_url(auth, conn)

      


        The absolute URL of the Protected Resource Metadata document (for resource_metadata).



    


    
      
        well_known_paths(auth, conn)

      


        The request paths at which the metadata document is served (canonical + root).
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          @type authorization_servers() :: [String.t()] | (term() -> [String.t()])
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          @type authorizer() ::
  module()
  | (token :: String.t() | nil, auth :: t(), conn :: term() ->
       Urchin.Auth.Authorizer.result())


      



  



  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() ::
  :missing
  | :invalid_token
  | :insufficient_scope
  | :invalid_request
  | :server_error


      



  



  
    
      
    
    
      resource_metadata_url()



        
          
        

    

  


  

      

          @type resource_metadata_url() :: String.t() | (term() -> String.t())


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Urchin.Auth{
  allow_insecure_authorization_servers: boolean(),
  authorization_servers: authorization_servers(),
  authorizer: {:module, module()} | {:fun, fun()},
  bearer_methods_supported: [String.t()],
  jwks_uri: String.t() | nil,
  metadata: map(),
  required_scopes: [String.t()] | (term() -> [String.t()]),
  resource: String.t(),
  resource_documentation: String.t() | nil,
  resource_metadata_url: resource_metadata_url(),
  resource_name: String.t() | nil,
  resource_uri: URI.t(),
  scopes_supported: [String.t()] | nil,
  well_known_paths: [String.t()]
}
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      authorization_servers(auth, conn)



        
          
        

    

  


  

      

          @spec authorization_servers(t(), term()) :: [String.t()]


      


Resolves the configured Authorization Server issuer URLs for the request.

  



  
    
      
    
    
      authorize(auth, token, conn)



        
          
        

    

  


  

      

          @spec authorize(t(), String.t() | nil, term()) ::
  {:ok, Urchin.Auth.Claims.t()} | {:error, kind(), String.t()}


      


Authorizes a bearer token (or its absence) against this configuration.
Delegates the final decision to the configured authorizer. Returns {:ok, claims} or
{:error, kind, message}, where kind selects the challenge (see challenge/5).
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          @spec challenge(t(), kind(), String.t(), term()) ::
  {100..599, String.t() | nil, map()}


      


Builds the HTTP response for a failed authorization decision.
Returns {status, www_authenticate, body} where www_authenticate is the header
string (or nil for 500) and body is the OAuth 2.0 error object. The scope hint and
resource_metadata URL are resolved here from the (possibly per-request) configuration;
a resolver that raises degrades the header to a minimal challenge rather than escalating
the response to a 500 with no WWW-Authenticate.
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          @spec coerce!(t() | keyword() | map() | nil) :: t() | nil


      


Coerces a transport/plug :auth option into an Urchin.Auth (or nil when disabled).
Accepts an existing struct, a keyword list / map of options, or nil.
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          @spec metadata_document(t(), term()) :: map()


      


Returns the RFC 9728 Protected Resource Metadata document as a JSON-encodable map.
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          @spec new(keyword() | map()) :: {:ok, t()} | {:error, String.t()}


      


Like new!/1, but returns {:ok, auth} or {:error, message}.

  



  
    
      
    
    
      new!(opts)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Builds an Urchin.Auth from options, raising ArgumentError on invalid input.
See the module documentation for the option list.
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          @spec required_scopes(t(), term()) :: [String.t()]


      


Resolves the scopes required for a request (static list or fn conn -> [...] end).

  



  
    
      
    
    
      resource_metadata_url(auth, conn)



        
          
        

    

  


  

      

          @spec resource_metadata_url(t(), term()) :: String.t()


      


The absolute URL of the Protected Resource Metadata document (for resource_metadata).

  



  
    
      
    
    
      well_known_paths(auth, conn)



        
          
        

    

  


  

      

          @spec well_known_paths(t(), term()) :: [String.t()]


      


The request paths at which the metadata document is served (canonical + root).

  


        

      


  

    
Urchin.Auth.Authorizer behaviour
    



      
Behaviour for making the final OAuth authorization decision for a request.
An authorizer is supplied to Urchin.Auth.new!/1 as :authorizer and may be:
	a module implementing this behaviour (authorize/3), or
	a 3-arity function fn token, auth, conn -> result end.

authorize/3 receives the bearer token, the Urchin.Auth configuration and the current
request context (Plug.Conn in the HTTP transport). It owns the full decision: token
validity, issuer, expiry, audience/resource binding, scopes and tenant-specific policy.
The SDK short-circuits a missing or blank token to a 401 :missing challenge before
invoking the authorizer, so authorize/3 is only called with a non-empty token string and
the OAuth discovery bootstrap path always gets the expected 401 challenge with
resource_metadata. A defensive nil clause is harmless but no longer required.
The SDK uses the result only to either pass claims to handlers as ctx.auth, or to build
the standard OAuth WWW-Authenticate challenge.
Example
defmodule MyAuthorizer do
  @behaviour Urchin.Auth.Authorizer

  @impl true
  def authorize(token, auth, conn) do
    with {:ok, payload} <- verify_signature_and_decode(token, conn),
         claims = Urchin.Auth.Claims.from_map(payload),
         true <- Urchin.Auth.Claims.covers_resource?(claims, auth.resource),
         :ok <- ensure_scopes(claims, Urchin.Auth.required_scopes(auth, conn)) do
      {:ok, claims}
    else
      false -> {:error, :invalid_token, "Token audience is invalid"}
      :insufficient_scope -> {:error, :insufficient_scope, "Insufficient scope"}
      :error -> {:error, :invalid_token, "Invalid access token"}
    end
  end
end
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          @type kind() :: Urchin.Auth.kind()
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          @type reason() ::
  :missing
  | :invalid_token
  | :expired
  | :invalid_audience
  | :insufficient_scope
  | term()


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {:ok, Urchin.Auth.Claims.t()}
  | {:error, reason()}
  | {:error, kind(), String.t()}
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          @callback authorize(token :: String.t() | nil, auth :: Urchin.Auth.t(), conn :: term()) ::
  result()


      



  


        

      


  

    
Urchin.Auth.Claims 
    



      
Normalized claims for a validated OAuth 2.1 access token.
An Urchin.Auth.Authorizer returns one of these from authorize/3. The transport
surfaces it to handlers as ctx.auth (see Urchin.Context), so a handler can make
per-tool authorization decisions:
def call_tool("delete", _args, ctx) do
  if Urchin.Auth.Claims.has_scope?(ctx.auth, "files:write") do
    # ...
  else
    {:error, "files:write scope required"}
  end
end
from_map/1 converts a decoded JWT payload or an RFC 7662 introspection response into
this struct, normalizing the OAuth/JWT field names (sub, aud, scope, exp, ...).
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        covers_resource?(arg1, resource)

      


        Returns true when any token audience covers the configured resource URI.



    


    
      
        from_map(payload)

      


        Builds a Claims struct from a decoded token payload (string- or atom-keyed map).



    


    
      
        has_scope?(arg1, scope)

      


        Returns true when the claims grant the given scope.



    


    
      
        has_scopes?(arg1, required)

      


        Returns true when the claims grant every scope in required.
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          @type t() :: %Urchin.Auth.Claims{
  audience: [String.t()],
  claims: map(),
  client_id: String.t() | nil,
  expires_at: integer() | nil,
  scopes: [String.t()],
  subject: String.t() | nil
}
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      covers_resource?(arg1, resource)



        
          
        

    

  


  

      

          @spec covers_resource?(t() | nil, String.t() | URI.t()) :: boolean()


      


Returns true when any token audience covers the configured resource URI.
The comparison follows the resource binding semantics Urchin used before the
authorizer handoff: the audience must share the same scheme, host and effective port,
and its path may be the resource path itself or a parent path. For example, an audience
of https://mcp.example.com covers https://mcp.example.com/mcp, but
https://mcp.example.com/other does not.
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          @spec from_map(map()) :: t()


      


Builds a Claims struct from a decoded token payload (string- or atom-keyed map).
Recognized fields: sub, client_id/azp, exp, aud (string or list),
scope (space-delimited string) and/or scp/scopes (string or list). JWT and RFC 7662
payloads are string-keyed, but an authorizer that hand-builds an atom-keyed map is also
accepted. The full payload is preserved under :claims for custom checks.

  



  
    
      
    
    
      has_scope?(arg1, scope)



        
          
        

    

  


  

      

          @spec has_scope?(t() | nil, String.t()) :: boolean()


      


Returns true when the claims grant the given scope.
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          @spec has_scopes?(t() | nil, [String.t()]) :: boolean()


      


Returns true when the claims grant every scope in required.

  


        

      


  

    
Urchin.Auth.Metadata 
    



      
A Plug that serves the RFC 9728 Protected Resource Metadata document.
This is the discovery endpoint MCP clients fetch to learn which Authorization
Server(s) protect this MCP server. It is served at the well-known URI derived from the
configured :resource (both the path-aware form and the bare root form, per RFC 9728
§3.1) and is publicly readable with permissive CORS so browser-based clients can fetch
it cross-origin.
Mount it at the application root, ahead of your routes:
plug Urchin.Auth.Metadata, auth: auth
Requests that do not target a metadata path pass through untouched. The standalone
Urchin.Endpoint runner wires this in automatically when :auth is configured.
Options
	:auth (required) - an Urchin.Auth struct or a keyword list of Urchin.Auth.new!/1
options.
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        metadata_request?(conn, auth)

      


        Returns true when the request targets the Protected Resource Metadata endpoint.



    


    
      
        serve(conn, auth)

      


        Sends the metadata document (or the appropriate CORS/405 response) for the request.
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          @spec metadata_request?(Plug.Conn.t(), Urchin.Auth.t()) :: boolean()


      


Returns true when the request targets the Protected Resource Metadata endpoint.

  



  
    
      
    
    
      serve(conn, auth)



        
          
        

    

  


  

      

          @spec serve(Plug.Conn.t(), Urchin.Auth.t()) :: Plug.Conn.t()


      


Sends the metadata document (or the appropriate CORS/405 response) for the request.
Used by call/2 and reused by Urchin.Endpoint. Does not halt; the caller decides.

  


        

      


  

    
Urchin.Auth.Plug 
    



      
A Plug that enforces a valid OAuth 2.1 bearer token on every request.
Mount it ahead of the MCP transport in a Plug/Phoenix pipeline:
plug Urchin.Auth.Metadata, auth: auth
plug Urchin.Auth.Plug, auth: auth
forward "/mcp", to: Urchin.Transport.StreamableHTTP, init_opts: [server: MyServer]
Most servers instead pass :auth directly to Urchin.Transport.StreamableHTTP (or
Urchin.start_link/2), which runs the very same check internally. This standalone plug
is for custom pipelines that want authorization as an explicit pipeline stage.
On success the validated Urchin.Auth.Claims are stored under conn.private[:urchin_auth];
the transport reads that key and surfaces it to handlers as ctx.auth, regardless of
whether this plug or the transport performed the check. On failure the plug sends the
appropriate 401/403/400/500 OAuth error with a WWW-Authenticate challenge and
halts the pipeline.
Options
	:auth (required) - an Urchin.Auth struct or a keyword list of Urchin.Auth.new!/1
options.
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        authenticate(conn, auth)

      


        The shared authentication seam used by this plug and Urchin.Transport.StreamableHTTP.



    


    
      
        fetch_claims(conn)

      


        Returns the validated claims stored on the connection, or nil.
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          @spec authenticate(Plug.Conn.t(), Urchin.Auth.t() | nil) ::
  {:ok, Plug.Conn.t()} | {:sent, Plug.Conn.t()}


      


The shared authentication seam used by this plug and Urchin.Transport.StreamableHTTP.
Returns {:ok, conn} with the validated claims stored in conn.private[:urchin_auth],
or {:sent, conn} after sending the OAuth error challenge. When auth is nil
(authorization disabled) the connection passes through untouched.

  



  
    
      
    
    
      fetch_claims(conn)



        
          
        

    

  


  

      

          @spec fetch_claims(Plug.Conn.t()) :: Urchin.Auth.Claims.t() | nil


      


Returns the validated claims stored on the connection, or nil.

  


        

      


  

    
Urchin.Capabilities 
    



      
Builds the ServerCapabilities object returned in the initialize result and
parses the ClientCapabilities received from the client.
A capability group is only advertised when the corresponding feature is enabled,
matching the schema's "present if supported" semantics.
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        server(flags)

      


        Builds the wire-shape server capabilities map from resolved feature flags.
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          @type feature_flags() :: %{
  optional(:tools) => %{optional(:list_changed) => boolean()},
  optional(:resources) => %{
    optional(:subscribe) => boolean(),
    optional(:list_changed) => boolean()
  },
  optional(:prompts) => %{optional(:list_changed) => boolean()},
  optional(:logging) => boolean(),
  optional(:completions) => boolean(),
  optional(:experimental) => map()
}
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          @spec server(feature_flags() | keyword()) :: map()


      


Builds the wire-shape server capabilities map from resolved feature flags.
Only enabled groups are included. Sub-flags such as listChanged/subscribe
default to false when omitted.

  


        

      


  

    
Urchin.Content 
    



      
Builders for MCP content blocks and resource contents.
Content blocks (text, image, audio, resource_link, embedded) appear in
tool-call results and prompt messages. Resource contents (text_resource,
blob_resource) appear in resources/read results.
Every builder returns a plain map with atom keys, ready to be JSON-encoded. Optional
members (annotations, _meta) are only included when provided.
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        audio(base64_data, mime_type, opts \\ [])

      


        An audio content block carrying base64-encoded data and its MIME type.



    


    
      
        blob_resource(uri, base64_blob, opts \\ [])

      


        Binary resource contents (base64-encoded) for a resources/read result.



    


    
      
        embedded(resource_contents, opts \\ [])

      


        An embedded resource content block. resource_contents must be a map built by
text_resource/3 or blob_resource/3 (or an equivalent shape).



    


    
      
        image(base64_data, mime_type, opts \\ [])

      


        An image content block carrying base64-encoded data and its MIME type.



    


    
      
        resource_link(resource, opts \\ [])

      


        A resource link content block. Accepts an Urchin.Resource struct or a map carrying
at least :uri/:name.



    


    
      
        text(text, opts \\ [])

      


        A text content block.



    


    
      
        text_resource(uri, text, opts \\ [])

      


        Text resource contents for a resources/read result.
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          @type block() :: map()


      



  



  
    
      
    
    
      contents()



        
          
        

    

  


  

      

          @type contents() :: map()


      



  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: keyword()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      audio(base64_data, mime_type, opts \\ [])



        
          
        

    

  


  

      

          @spec audio(String.t(), String.t(), opts()) :: block()


      


An audio content block carrying base64-encoded data and its MIME type.

  



    

  
    
      
    
    
      blob_resource(uri, base64_blob, opts \\ [])



        
          
        

    

  


  

      

          @spec blob_resource(String.t(), String.t(), opts()) :: contents()


      


Binary resource contents (base64-encoded) for a resources/read result.
Options
	:mime_type - MIME type of the resource
	:meta - value for the _meta field


  



    

  
    
      
    
    
      embedded(resource_contents, opts \\ [])



        
          
        

    

  


  

      

          @spec embedded(contents(), opts()) :: block()


      


An embedded resource content block. resource_contents must be a map built by
text_resource/3 or blob_resource/3 (or an equivalent shape).

  



    

  
    
      
    
    
      image(base64_data, mime_type, opts \\ [])



        
          
        

    

  


  

      

          @spec image(String.t(), String.t(), opts()) :: block()


      


An image content block carrying base64-encoded data and its MIME type.

  



    

  
    
      
    
    
      resource_link(resource, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_link(Urchin.Resource.t() | map(), opts()) :: block()


      


A resource link content block. Accepts an Urchin.Resource struct or a map carrying
at least :uri/:name.

  



    

  
    
      
    
    
      text(text, opts \\ [])



        
          
        

    

  


  

      

          @spec text(String.t(), opts()) :: block()


      


A text content block.
Options
	:annotations - client annotations map
	:meta - value for the _meta field


  



    

  
    
      
    
    
      text_resource(uri, text, opts \\ [])



        
          
        

    

  


  

      

          @spec text_resource(String.t(), String.t(), opts()) :: contents()


      


Text resource contents for a resources/read result.
Options
	:mime_type - MIME type of the resource
	:meta - value for the _meta field


  


        

      


  

    
Urchin.Context 
    



      
The request context handed to every server handler.
Besides carrying the negotiated session metadata and the user state from
Urchin.Server.init/1, the context exposes the side-effecting capabilities a
handler may use while processing a request:
	progress and log notifications related to the in-flight request
	server-initiated requests to the client: sampling, elicitation, roots
	a best-effort cancellation check

Notifications and server-initiated requests are emitted on the stream that carries
the originating request, as required by the transport spec.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        assign(ctx, key, value)

      


        Stores a value in the context assigns.



    


    
      
        auth(context)

      


        Returns the validated OAuth claims for the originating request, or nil.



    


    
      
        cancelled?(context)

      


        Returns true if the originating request has been cancelled by the client.



    


    
      
        create_message(ctx, params, timeout \\ 30000)

      


        Issues a sampling/createMessage request to the client and waits for the result.



    


    
      
        elicit(ctx, params, timeout \\ 30000)

      


        Issues an elicitation/create request to the client and waits for the result.



    


    
      
        list_roots(ctx, timeout \\ 30000)

      


        Issues a roots/list request to the client and waits for the result.



    


    
      
        log(ctx, level, data, opts \\ [])

      


        Sends a notifications/message log entry to the client.



    


    
      
        log_levels()

      


        Returns the valid MCP log levels, in increasing severity order.



    


    
      
        notify(ctx, method, params \\ nil)

      


        Sends an arbitrary JSON-RPC notification on the originating request stream.



    


    
      
        progress(ctx, progress, opts)

      


        Sends a progress notification for the originating request.



    


    
      
        request(context, method, params, timeout)

      


        Issues an arbitrary server-to-client request and blocks until the client responds.



    


    
      
        state(context)

      


        Returns the user state established by Urchin.Server.init/1.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Urchin.Context{
  assigns: map(),
  auth: Urchin.Auth.Claims.t() | nil,
  cancelled_ref: reference() | nil,
  client_capabilities: map() | nil,
  client_info: map() | nil,
  expose_internal_errors: boolean(),
  initialized: boolean(),
  min_log_level: String.t(),
  owner: pid() | nil,
  params: map(),
  progress_token: String.t() | number() | nil,
  protocol_version: String.t() | nil,
  request_id: Urchin.JSONRPC.id() | nil,
  session: pid() | nil,
  state: term(),
  uri: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      assign(ctx, key, value)



        
          
        

    

  


  

      

          @spec assign(t(), atom(), term()) :: t()


      


Stores a value in the context assigns.

  



  
    
      
    
    
      auth(context)



        
          
        

    

  


  

      

          @spec auth(t()) :: Urchin.Auth.Claims.t() | nil


      


Returns the validated OAuth claims for the originating request, or nil.
Populated only when the transport is configured with :auth (or an upstream
Urchin.Auth.Plug ran). Handlers use it for per-tool authorization:
if Urchin.Auth.Claims.has_scope?(Urchin.Context.auth(ctx), "files:write") do
  # ...
end

  



  
    
      
    
    
      cancelled?(context)



        
          
        

    

  


  

      

          @spec cancelled?(t()) :: boolean()


      


Returns true if the originating request has been cancelled by the client.
Cancellation also terminates the handler process, so this is a cooperative,
best-effort check for long-running loops.

  



    

  
    
      
    
    
      create_message(ctx, params, timeout \\ 30000)



        
          
        

    

  


  

      

          @spec create_message(t(), map(), timeout()) ::
  {:ok, map()} | {:error, Urchin.Error.t()}


      


Issues a sampling/createMessage request to the client and waits for the result.
Returns {:ok, result_map} or {:error, Urchin.Error.t()}. Returns an error without
contacting the client when it did not advertise the sampling capability.

  



    

  
    
      
    
    
      elicit(ctx, params, timeout \\ 30000)



        
          
        

    

  


  

      

          @spec elicit(t(), map(), timeout()) :: {:ok, map()} | {:error, Urchin.Error.t()}


      


Issues an elicitation/create request to the client and waits for the result.
Returns {:ok, result_map} or {:error, Urchin.Error.t()}. Returns an error without
contacting the client when it did not advertise the elicitation capability.

  



    

  
    
      
    
    
      list_roots(ctx, timeout \\ 30000)



        
          
        

    

  


  

      

          @spec list_roots(t(), timeout()) :: {:ok, map()} | {:error, Urchin.Error.t()}


      


Issues a roots/list request to the client and waits for the result.
Returns {:ok, %{"roots" => [...]}} or {:error, Urchin.Error.t()}. Returns an error
without contacting the client when it did not advertise the roots capability.

  



    

  
    
      
    
    
      log(ctx, level, data, opts \\ [])



        
          
        

    

  


  

      

          @spec log(t(), String.t(), term(), keyword()) :: :ok


      


Sends a notifications/message log entry to the client.
Messages below the level requested by the client via logging/setLevel are
dropped. level is one of ["debug", "info", "notice", "warning", "error", "critical", "alert", "emergency"].
Options
	:logger - optional logger name


  



  
    
      
    
    
      log_levels()



        
          
        

    

  


  

      

          @spec log_levels() :: [String.t()]


      


Returns the valid MCP log levels, in increasing severity order.

  



    

  
    
      
    
    
      notify(ctx, method, params \\ nil)



        
          
        

    

  


  

      

          @spec notify(t(), String.t(), map() | nil) :: :ok


      


Sends an arbitrary JSON-RPC notification on the originating request stream.

  



  
    
      
    
    
      progress(ctx, progress, opts)



        
          
        

    

  


  

      

          @spec progress(t(), number(), keyword()) :: :ok


      


Sends a progress notification for the originating request.
No-op when the client did not supply a progressToken for the request.
Options
	:total - total units of work, if known
	:message - human-readable progress message


  



  
    
      
    
    
      request(context, method, params, timeout)



        
          
        

    

  


  

      

          @spec request(t(), String.t(), map() | nil, timeout()) ::
  {:ok, map()} | {:error, Urchin.Error.t()}


      


Issues an arbitrary server-to-client request and blocks until the client responds.
The request is written to the originating request's stream; the matching response,
delivered on a later client POST, is correlated by the session.

  



  
    
      
    
    
      state(context)



        
          
        

    

  


  

      

          @spec state(t()) :: term()


      


Returns the user state established by Urchin.Server.init/1.

  


        

      


  

    
Urchin.Dispatcher 
    



      
Routes decoded JSON-RPC requests to Urchin.Server callbacks and shapes their return
values into JSON-RPC result maps.
A method is only honoured when the server module exports the matching callback;
otherwise a JSON-RPC "method not found" error is returned. User exceptions are
rescued and converted to errors so transport processes never crash on handler bugs.

      


      
        Summary


  
    Functions
  


    
      
        handle_request(server, method, params, ctx)

      


        Handles an operational (post-initialization) request, returning {:ok, result_map}
or {:error, Urchin.Error.t()}.



    


    
      
        initialize(server, params, ctx)

      


        Handles an initialize request.



    





      


      
        Functions


        


  
    
      
    
    
      handle_request(server, method, params, ctx)



        
          
        

    

  


  

      

          @spec handle_request(module(), String.t(), map(), Urchin.Context.t()) ::
  {:ok, map()} | {:error, Urchin.Error.t()}


      


Handles an operational (post-initialization) request, returning {:ok, result_map}
or {:error, Urchin.Error.t()}.

  



  
    
      
    
    
      initialize(server, params, ctx)



        
          
        

    

  


  

      

          @spec initialize(module(), map(), Urchin.Context.t()) ::
  {:ok, map(), map()} | {:error, Urchin.Error.t()}


      


Handles an initialize request.
Returns {:ok, result_map, session_meta} where session_meta carries the
negotiated protocol version and the client's declared info/capabilities, or
{:error, Urchin.Error.t()}.

  


        

      


  

    
Urchin.Endpoint 
    



      
A standalone HTTP endpoint that serves an MCP server with Bandit.
This is both a Plug (routing the configured path to
Urchin.Transport.StreamableHTTP) and a supervisable process.
children = [{Urchin.Endpoint, server: MyServer, port: 4000, path: "/mcp"}]
or, for a quick start, Urchin.start_link/2.
Options
	:server (required) - the Urchin.Server module
	:port - listen port (default 4000)
	:ip - listen address (default {127, 0, 0, 1}; bind localhost only)
	:path - the MCP endpoint path (default "/mcp")
	:scheme - :http or :https (default :http)

Remaining options are forwarded to Urchin.Transport.StreamableHTTP. Requires the
optional :bandit dependency.
When the forwarded :auth option is set, this endpoint also serves the OAuth 2.1
Protected Resource Metadata document (RFC 9728) at its well-known URI, so MCP clients
can discover the authorization server. See Urchin.Auth.

      


      
        Summary


  
    Functions
  


    
      
        start_link(opts)

      


        Starts the endpoint linked to the calling process.



    





      


      
        Functions


        


  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: {:ok, pid()} | {:error, term()}


      


Starts the endpoint linked to the calling process.

  


        

      


  

    
Urchin.JSONRPC 
    



      
Encoding, decoding and classification of JSON-RPC 2.0 messages.
The 2025-11-25 revision carries exactly one JSON-RPC message per transport frame
(HTTP request batching was removed), so this module operates on single messages.
Decoded messages are returned as tagged tuples so callers can branch on the kind
without re-inspecting the map:
	{:request, id, method, params}
	{:notification, method, params}
	{:response, id, result}
	{:error_response, id, error}


      


      
        Summary


  
    Types
  


    
      
        decoded()

      


    


    
      
        id()

      


    





  
    Functions
  


    
      
        classify(term)

      


        Classifies an already-decoded JSON term (a map) into a tagged message.



    


    
      
        decode(binary)

      


        Parses a JSON binary into a single classified JSON-RPC message.



    


    
      
        encode!(message)

      


        Encodes a message map to a JSON binary.



    


    
      
        error_response(id, error)

      


        Builds a JSON-RPC error response map. id may be nil for errors that cannot be
associated with a request (e.g. parse errors), serialized as JSON null.



    


    
      
        notification(method, params \\ nil)

      


        Builds a JSON-RPC notification map.



    


    
      
        request(id, method, params \\ nil)

      


        Builds a JSON-RPC request map.



    


    
      
        result(id, result)

      


        Builds a successful JSON-RPC response map.



    





      


      
        Types


        


  
    
      
    
    
      decoded()



        
          
        

    

  


  

      

          @type decoded() ::
  {:request, id(), String.t(), map()}
  | {:notification, String.t(), map()}
  | {:response, id(), term()}
  | {:error_response, id() | nil, map()}


      



  



  
    
      
    
    
      id()



        
          
        

    

  


  

      

          @type id() :: String.t() | integer()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      classify(term)



        
          
        

    

  


  

      

          @spec classify(term()) :: {:ok, decoded()} | {:error, Urchin.Error.t()}


      


Classifies an already-decoded JSON term (a map) into a tagged message.
Arrays are rejected: this revision does not support JSON-RPC batching.

  



  
    
      
    
    
      decode(binary)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, decoded()} | {:error, Urchin.Error.t()}


      


Parses a JSON binary into a single classified JSON-RPC message.
Returns {:ok, decoded} or {:error, Urchin.Error.t()}. Malformed JSON yields a
parse error; structurally invalid messages yield an invalid-request error.

  



  
    
      
    
    
      encode!(message)



        
          
        

    

  


  

      

          @spec encode!(map()) :: binary()


      


Encodes a message map to a JSON binary.

  



  
    
      
    
    
      error_response(id, error)



        
          
        

    

  


  

      

          @spec error_response(id() | nil, Urchin.Error.t()) :: map()


      


Builds a JSON-RPC error response map. id may be nil for errors that cannot be
associated with a request (e.g. parse errors), serialized as JSON null.

  



    

  
    
      
    
    
      notification(method, params \\ nil)



        
          
        

    

  


  

      

          @spec notification(String.t(), map() | nil) :: map()


      


Builds a JSON-RPC notification map.

  



    

  
    
      
    
    
      request(id, method, params \\ nil)



        
          
        

    

  


  

      

          @spec request(id(), String.t(), map() | nil) :: map()


      


Builds a JSON-RPC request map.

  



  
    
      
    
    
      result(id, result)



        
          
        

    

  


  

      

          @spec result(id(), term()) :: map()


      


Builds a successful JSON-RPC response map.

  


        

      


  

    
Urchin.Prompt 
    



      
A prompt definition advertised via prompts/list, plus helpers for building the
PromptMessage list returned by prompts/get.
Mirrors the Prompt, PromptArgument and PromptMessage types from the schema.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        assistant_message(content)

      


        Builds a PromptMessage with the assistant role.



    


    
      
        message(role, content)

      


        Builds a PromptMessage with an explicit role ("user" or "assistant").



    


    
      
        new(attrs)

      


        Builds a prompt from a keyword list or map of attributes.



    


    
      
        to_map(prompt)

      


        Serializes the prompt to its JSON-RPC wire shape.



    


    
      
        user_message(content)

      


        Builds a PromptMessage with the user role.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Urchin.Prompt{
  arguments: [Urchin.Prompt.Argument.t()] | nil,
  description: String.t() | nil,
  icons: [map()] | nil,
  meta: map() | nil,
  name: String.t(),
  title: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      assistant_message(content)



        
          
        

    

  


  

      

          @spec assistant_message(Urchin.Content.block()) :: map()


      


Builds a PromptMessage with the assistant role.

  



  
    
      
    
    
      message(role, content)



        
          
        

    

  


  

      

          @spec message(String.t(), Urchin.Content.block()) :: map()


      


Builds a PromptMessage with an explicit role ("user" or "assistant").

  



  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: t()


      


Builds a prompt from a keyword list or map of attributes.

  



  
    
      
    
    
      to_map(prompt)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serializes the prompt to its JSON-RPC wire shape.

  



  
    
      
    
    
      user_message(content)



        
          
        

    

  


  

      

          @spec user_message(Urchin.Content.block()) :: map()


      


Builds a PromptMessage with the user role.

  


        

      


  

    
Urchin.Prompt.Argument 
    



      
An argument accepted by a prompt template.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(attrs)

      


        Builds a prompt argument from a keyword list or map.



    


    
      
        to_map(arg)

      


        Serializes the argument to its wire shape.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Urchin.Prompt.Argument{
  description: String.t() | nil,
  name: String.t(),
  required: boolean() | nil,
  title: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: t()


      


Builds a prompt argument from a keyword list or map.

  



  
    
      
    
    
      to_map(arg)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serializes the argument to its wire shape.

  


        

      


  

    
Urchin.Protocol 
    



      
Protocol-level constants and version negotiation for the Model Context Protocol.
This library implements the 2025-11-25 revision. Older revisions are listed as
acceptable negotiation targets so that the server can interoperate with clients
that have not yet upgraded.

      


      
        Summary


  
    Functions
  


    
      
        default_negotiated_version()

      


        The protocol version assumed for HTTP requests that omit the
MCP-Protocol-Version header (transport backwards-compatibility rule).



    


    
      
        jsonrpc_version()

      


        The JSON-RPC version string used by all messages.



    


    
      
        latest_version()

      


        The latest protocol revision implemented by this library.



    


    
      
        negotiate(requested)

      


        Negotiates a protocol version from the client's requested version.



    


    
      
        supported?(version)

      


        Returns true when version is a revision this server can speak.



    


    
      
        supported_versions()

      


        All protocol revisions this server can negotiate, newest first.



    





      


      
        Functions


        


  
    
      
    
    
      default_negotiated_version()



        
          
        

    

  


  

      

          @spec default_negotiated_version() :: String.t()


      


The protocol version assumed for HTTP requests that omit the
MCP-Protocol-Version header (transport backwards-compatibility rule).

  



  
    
      
    
    
      jsonrpc_version()



        
          
        

    

  


  

      

          @spec jsonrpc_version() :: String.t()


      


The JSON-RPC version string used by all messages.

  



  
    
      
    
    
      latest_version()



        
          
        

    

  


  

      

          @spec latest_version() :: String.t()


      


The latest protocol revision implemented by this library.

  



  
    
      
    
    
      negotiate(requested)



        
          
        

    

  


  

      

          @spec negotiate(String.t()) :: String.t()


      


Negotiates a protocol version from the client's requested version.
If the requested version is supported, it is echoed back. Otherwise the server's
latest version is returned, leaving it to the client to decide whether it can
proceed (per the lifecycle spec, the client disconnects if it cannot).

  



  
    
      
    
    
      supported?(version)



        
          
        

    

  


  

      

          @spec supported?(String.t()) :: boolean()


      


Returns true when version is a revision this server can speak.

  



  
    
      
    
    
      supported_versions()



        
          
        

    

  


  

      

          @spec supported_versions() :: [String.t()]


      


All protocol revisions this server can negotiate, newest first.

  


        

      


  

    
Urchin.Resource 
    



      
A resource definition advertised via resources/list.
Mirrors the Resource type from the MCP schema.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(attrs)

      


        Builds a resource from a keyword list or map of attributes.



    


    
      
        to_map(resource)

      


        Serializes the resource to its JSON-RPC wire shape.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Urchin.Resource{
  annotations: map() | nil,
  description: String.t() | nil,
  icons: [map()] | nil,
  meta: map() | nil,
  mime_type: String.t() | nil,
  name: String.t(),
  size: non_neg_integer() | nil,
  title: String.t() | nil,
  uri: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: t()


      


Builds a resource from a keyword list or map of attributes.

  



  
    
      
    
    
      to_map(resource)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serializes the resource to its JSON-RPC wire shape.

  


        

      


  

    
Urchin.ResourceTemplate 
    



      
A resource template advertised via resources/templates/list.
Mirrors the ResourceTemplate type from the MCP schema. uri_template is an
RFC 6570 URI template.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(attrs)

      


        Builds a resource template from a keyword list or map of attributes.



    


    
      
        to_map(template)

      


        Serializes the resource template to its JSON-RPC wire shape.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Urchin.ResourceTemplate{
  annotations: map() | nil,
  description: String.t() | nil,
  icons: [map()] | nil,
  meta: map() | nil,
  mime_type: String.t() | nil,
  name: String.t(),
  title: String.t() | nil,
  uri_template: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: t()


      


Builds a resource template from a keyword list or map of attributes.

  



  
    
      
    
    
      to_map(template)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serializes the resource template to its JSON-RPC wire shape.

  


        

      


  

    
Urchin.Result.CallTool 
    



      
An explicit tools/call result.
Handlers usually return {:ok, content} and let the dispatcher build this, but they
may construct it directly to set structured_content or is_error.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        error(content)

      


        Builds an error result (isError: true) from a list of content blocks.



    


    
      
        ok(content, opts \\ [])

      


        Builds a successful result from a list of content blocks.



    


    
      
        to_map(result)

      


        Serializes to the CallToolResult wire shape.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Urchin.Result.CallTool{
  content: [map()],
  is_error: boolean(),
  structured_content: map() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      error(content)



        
          
        

    

  


  

      

          @spec error([map()]) :: t()


      


Builds an error result (isError: true) from a list of content blocks.

  



    

  
    
      
    
    
      ok(content, opts \\ [])



        
          
        

    

  


  

      

          @spec ok(
  [map()],
  keyword()
) :: t()


      


Builds a successful result from a list of content blocks.

  



  
    
      
    
    
      to_map(result)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serializes to the CallToolResult wire shape.

  


        

      


  

    
Urchin.SSE 
    



      
Server-Sent Events framing helpers for the Streamable HTTP transport.
Event IDs are namespaced per stream (<stream_id>:<seq>) so the server can map a
Last-Event-ID back to the originating stream during resumption, as the transport
spec requires.

      


      
        Summary


  
    Functions
  


    
      
        comment(text)

      


        Builds an SSE comment line, useful as a keep-alive heartbeat.



    


    
      
        event_id(stream_id, seq)

      


        Builds a per-stream event id of the form <stream_id>:<seq>.



    


    
      
        message(id, json)

      


        Formats a JSON-RPC message as an SSE event with the given id.



    


    
      
        parse_event_id(value)

      


        Parses a Last-Event-ID value into {stream_id, seq}.



    


    
      
        priming(id)

      


        Builds the priming event: an event id with an empty data field, sent first so the
client can immediately reconnect using that id as Last-Event-ID.



    


    
      
        retry(ms)

      


        Builds a retry directive instructing the client how long to wait before reconnecting.



    





      


      
        Functions


        


  
    
      
    
    
      comment(text)



        
          
        

    

  


  

      

          @spec comment(String.t()) :: iodata()


      


Builds an SSE comment line, useful as a keep-alive heartbeat.

  



  
    
      
    
    
      event_id(stream_id, seq)



        
          
        

    

  


  

      

          @spec event_id(String.t(), non_neg_integer()) :: String.t()


      


Builds a per-stream event id of the form <stream_id>:<seq>.

  



  
    
      
    
    
      message(id, json)



        
          
        

    

  


  

      

          @spec message(String.t(), iodata()) :: iodata()


      


Formats a JSON-RPC message as an SSE event with the given id.
The JSON payload is emitted on a single data: line (JSON never contains raw
newlines once encoded).

  



  
    
      
    
    
      parse_event_id(value)



        
          
        

    

  


  

      

          @spec parse_event_id(String.t()) :: {String.t(), non_neg_integer()} | :error


      


Parses a Last-Event-ID value into {stream_id, seq}.
Returns :error when the value is not a recognised per-stream id.

  



  
    
      
    
    
      priming(id)



        
          
        

    

  


  

      

          @spec priming(String.t()) :: iodata()


      


Builds the priming event: an event id with an empty data field, sent first so the
client can immediately reconnect using that id as Last-Event-ID.

  



  
    
      
    
    
      retry(ms)



        
          
        

    

  


  

      

          @spec retry(non_neg_integer()) :: iodata()


      


Builds a retry directive instructing the client how long to wait before reconnecting.

  


        

      


  

    
Urchin.Schema 
    



      
Minimal structural validation of tool arguments against a JSON Schema.
This is a deliberately small subset of JSON Schema, sufficient to catch the common
argument mistakes the DSL's input_schema describes, without pulling in a full
validation dependency. It validates type (object, array, string, number, integer,
boolean, null, and union types such as ["string", "null"]), object properties,
required and additionalProperties: false, array items, and enum. Other keywords
(minLength, pattern, format, ...) are ignored rather than enforced.
Schema keywords may be keyed by string or atom (so %{"type" => "object"} and
%{type: "object"} both validate); the values being validated come from JSON and are
expected to be string-keyed. For full JSON Schema validation, validate in your handler
with a dedicated library (e.g. :ex_json_schema).

      


      
        Summary


  
    Functions
  


    
      
        validate(schema, value)

      


        Validates value against schema.



    





      


      
        Functions


        


  
    
      
    
    
      validate(schema, value)



        
          
        

    

  


  

      

          @spec validate(map() | nil, term()) :: :ok | {:error, String.t()}


      


Validates value against schema.
Returns :ok, or {:error, message} describing the first violation. A nil schema
(or one without a recognized type) accepts any value.

  


        

      


  

    
Urchin.Server behaviour
    



      
Behaviour and DSL for authoring MCP servers.
There are two ways to define a server:
DSL
defmodule Demo do
  use Urchin.Server, name: "demo", version: "1.0.0"

  tool "echo",
    description: "Echo the message back",
    input_schema: %{
      "type" => "object",
      "properties" => %{"message" => %{"type" => "string"}},
      "required" => ["message"]
    } do
    {:ok, [Urchin.Content.text(args["message"])]}
  end

  resource "config://app", name: "config", mime_type: "application/json" do
    {:ok, [Urchin.Content.text_resource("config://app", ~s({"ok":true}))]}
  end

  prompt "greet", arguments: [%{name: "name", required: true}] do
    {:ok, [Urchin.Prompt.user_message(Urchin.Content.text("Hello " <> args["name"]))]}
  end
end
Inside a tool/prompt block the bindings args (the decoded arguments map) and
ctx (an Urchin.Context) are available. Inside a resource/resource_template
block only ctx is available; for templates ctx.uri and ctx.params are set.
Capabilities are derived automatically from the declared features.
Duplicate literal tool names declared via the DSL are rejected at compile time (non-literal
names cannot be compared statically and are not checked). Urchin enforces no tool-name pattern
(the MCP schema imposes none); servers should still follow the MCP naming recommendations (a
conservative charset, a length bound, no whitespace).
Behaviour
Implement the callbacks directly for full control or stateful servers. All
callbacks except server_info/0 are optional; a feature is considered supported
only when its callbacks are implemented (or declared via the DSL).
Handler return values
	list_* callbacks: {:ok, items} or {:ok, items, next_cursor}
	call_tool/3: {:ok, content}, {:ok, content, opts} (with :structured_content
/ :is_error), an Urchin.Result.CallTool struct, or {:error, reason}
	read_resource/2: {:ok, contents} or {:error, reason}
	get_prompt/3: {:ok, messages} or {:ok, messages, description}

For every callback, a returned or raised Urchin.Error becomes that JSON-RPC error. A
call_tool/3 handler's {:error, binary} is surfaced as a CallToolResult with isError: true
so the model can self-correct, as is a tool that raises any other exception. For the other
callbacks an {:error, binary} becomes a JSON-RPC internal error and any other raised exception
becomes an internal error.

      


      
        Summary


  
    Types
  


    
      
        call_result()

      


    


    
      
        cursor()

      


    


    
      
        list_result(item)

      


    





  
    Callbacks
  


    
      
        call_tool(name, args, t)

      


    


    
      
        capabilities()

      


    


    
      
        complete(ref, argument, completion_context, t)

      


    


    
      
        get_prompt(name, args, t)

      


    


    
      
        init(arg)

      


    


    
      
        instructions()

      


    


    
      
        list_prompts(cursor, t)

      


    


    
      
        list_resource_templates(cursor, t)

      


    


    
      
        list_resources(cursor, t)

      


    


    
      
        list_tools(cursor, t)

      


    


    
      
        read_resource(uri, t)

      


    


    
      
        server_info()

      


    


    
      
        set_log_level(level, t)

      


    


    
      
        subscribe_resource(uri, t)

      


    


    
      
        unsubscribe_resource(uri, t)

      


    





  
    Functions
  


    
      
        prompt(name, opts \\ [], list)

      


        Declares a prompt. The do block receives args and ctx bindings and must return
a get_prompt/3 result.



    


    
      
        resource(uri, opts \\ [], list)

      


        Declares a static resource. The do block receives ctx (with ctx.uri set) and
must return a read_resource/2 result. Defaults :name to the URI.



    


    
      
        resource_template(uri_template, opts \\ [], list)

      


        Declares a resource template (RFC 6570). The do block receives ctx with
ctx.uri and ctx.params (extracted template variables). Defaults :name to the
template.



    


    
      
        tool(name, opts \\ [], list)

      


        Declares a tool. The do block receives args and ctx bindings and must return
a call_tool/3 result.



    





      


      
        Types


        


  
    
      
    
    
      call_result()



        
          
        

    

  


  

      

          @type call_result() ::
  {:ok, [map()]}
  | {:ok, [map()], keyword()}
  | {:ok, Urchin.Result.CallTool.t()}
  | {:error, Urchin.Error.t() | String.t()}


      



  



  
    
      
    
    
      cursor()



        
          
        

    

  


  

      

          @type cursor() :: String.t() | nil


      



  



  
    
      
    
    
      list_result(item)



        
          
        

    

  


  

      

          @type list_result(item) ::
  {:ok, [item]}
  | {:ok, [item], cursor()}
  | {:error, Urchin.Error.t() | String.t()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      call_tool(name, args, t)


        (optional)


        
          
        

    

  


  

      

          @callback call_tool(name :: String.t(), args :: map(), Urchin.Context.t()) ::
  call_result()


      



  



  
    
      
    
    
      capabilities()


        (optional)


        
          
        

    

  


  

      

          @callback capabilities() :: map()


      



  



  
    
      
    
    
      complete(ref, argument, completion_context, t)


        (optional)


        
          
        

    

  


  

      

          @callback complete(
  ref :: map(),
  argument :: map(),
  completion_context :: map(),
  Urchin.Context.t()
) :: {:ok, map()} | {:error, Urchin.Error.t() | String.t()}


      



  



  
    
      
    
    
      get_prompt(name, args, t)


        (optional)


        
          
        

    

  


  

      

          @callback get_prompt(name :: String.t(), args :: map(), Urchin.Context.t()) ::
  {:ok, [map()]}
  | {:ok, [map()], String.t() | nil}
  | {:error, Urchin.Error.t() | String.t()}


      



  



  
    
      
    
    
      init(arg)


        (optional)


        
          
        

    

  


  

      

          @callback init(arg :: term()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      instructions()


        (optional)


        
          
        

    

  


  

      

          @callback instructions() :: String.t() | nil


      



  



  
    
      
    
    
      list_prompts(cursor, t)


        (optional)


        
          
        

    

  


  

      

          @callback list_prompts(cursor(), Urchin.Context.t()) :: list_result(Urchin.Prompt.t())


      



  



  
    
      
    
    
      list_resource_templates(cursor, t)


        (optional)


        
          
        

    

  


  

      

          @callback list_resource_templates(cursor(), Urchin.Context.t()) ::
  list_result(Urchin.ResourceTemplate.t())


      



  



  
    
      
    
    
      list_resources(cursor, t)


        (optional)


        
          
        

    

  


  

      

          @callback list_resources(cursor(), Urchin.Context.t()) :: list_result(Urchin.Resource.t())


      



  



  
    
      
    
    
      list_tools(cursor, t)


        (optional)


        
          
        

    

  


  

      

          @callback list_tools(cursor(), Urchin.Context.t()) :: list_result(Urchin.Tool.t())


      



  



  
    
      
    
    
      read_resource(uri, t)


        (optional)


        
          
        

    

  


  

      

          @callback read_resource(uri :: String.t(), Urchin.Context.t()) ::
  {:ok, [map()]} | {:error, Urchin.Error.t() | String.t()}


      



  



  
    
      
    
    
      server_info()



        
          
        

    

  


  

      

          @callback server_info() :: map()


      



  



  
    
      
    
    
      set_log_level(level, t)


        (optional)


        
          
        

    

  


  

      

          @callback set_log_level(level :: String.t(), Urchin.Context.t()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      subscribe_resource(uri, t)


        (optional)


        
          
        

    

  


  

      

          @callback subscribe_resource(uri :: String.t(), Urchin.Context.t()) ::
  :ok | {:error, term()}


      



  



  
    
      
    
    
      unsubscribe_resource(uri, t)


        (optional)


        
          
        

    

  


  

      

          @callback unsubscribe_resource(uri :: String.t(), Urchin.Context.t()) ::
  :ok | {:error, term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      prompt(name, opts \\ [], list)


        (macro)


        
          
        

    

  


  

Declares a prompt. The do block receives args and ctx bindings and must return
a get_prompt/3 result.

  



    

  
    
      
    
    
      resource(uri, opts \\ [], list)


        (macro)


        
          
        

    

  


  

Declares a static resource. The do block receives ctx (with ctx.uri set) and
must return a read_resource/2 result. Defaults :name to the URI.

  



    

  
    
      
    
    
      resource_template(uri_template, opts \\ [], list)


        (macro)


        
          
        

    

  


  

Declares a resource template (RFC 6570). The do block receives ctx with
ctx.uri and ctx.params (extracted template variables). Defaults :name to the
template.

  



    

  
    
      
    
    
      tool(name, opts \\ [], list)


        (macro)


        
          
        

    

  


  

Declares a tool. The do block receives args and ctx bindings and must return
a call_tool/3 result.
Options beyond the Urchin.Tool fields:
	:scopes - OAuth scopes the caller must hold (checked against ctx.auth) before
the handler runs. The call fails with an error when the scopes are missing, including
when the request carries no authorization.


  


        

      


  

    
Urchin.Session 
    



      
Per-session state for the Streamable HTTP transport.
A session is created when a client completes the initialize handshake and is
addressed thereafter by its MCP-Session-Id. It tracks:
	negotiated protocol version, client info and capabilities
	the requested minimum log level and resource subscriptions
	the connected GET ("general") SSE stream plus a replay buffer for resumption
	in-flight POST requests, so notifications/cancelled can stop them
	outbound server-to-client requests, so client responses can be correlated

Transport (Plug) processes and handler tasks talk to this process; it never owns
an HTTP connection itself.

      


      
        Summary


  
    Functions
  


    
      
        cancel_outbound(pid, id)

      


        Drops a pending outbound request (e.g. on timeout).



    


    
      
        cancelled?(pid, request_id)

      


        Returns true if the given in-flight request has been cancelled.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        finish_request(pid, request_id)

      


        Removes a completed in-flight POST request.



    


    
      
        generate_id()

      


        Generates a cryptographically random, visible-ASCII session id.



    


    
      
        handle_client_message(pid, message)

      


        Handles a client-originated notification or response delivered over POST.



    


    
      
        mark_initialized(pid)

      


        Marks the session initialized synchronously (after notifications/initialized).



    


    
      
        notify(pid, method, params \\ nil)

      


        Sends an unsolicited notification to the client on the general stream.



    


    
      
        register_general_stream(pid, owner, resume_from \\ nil)

      


        Registers (or replaces) the GET general stream, returning events to replay.



    


    
      
        register_outbound(pid, caller)

      


        Allocates an outbound request id and records the caller awaiting the response.



    


    
      
        set_log_level(pid, level)

      


        Sets the minimum log level the client wishes to receive.



    


    
      
        snapshot(pid)

      


        Returns a snapshot of the data needed to build a request context.



    


    
      
        start(opts)

      


        Starts a session under the session supervisor and returns its id and pid.



    


    
      
        start_request(pid, request_id, task_pid, owner_pid)

      


        Registers an in-flight POST request so it can be cancelled, returning a unique
per-session SSE stream id for that request's response stream.



    


    
      
        subscribe(pid, uri)

      


        Records a resource subscription.



    


    
      
        subscriptions(pid)

      


        Returns the set of subscribed resource URIs.



    


    
      
        terminate(pid)

      


        Terminates a session process.



    


    
      
        unsubscribe(pid, uri)

      


        Removes a resource subscription.



    


    
      
        whereis(id)

      


        Looks up a live session pid by id.



    





      


      
        Functions


        


  
    
      
    
    
      cancel_outbound(pid, id)



        
          
        

    

  


  

      

          @spec cancel_outbound(pid(), String.t()) :: :ok


      


Drops a pending outbound request (e.g. on timeout).

  



  
    
      
    
    
      cancelled?(pid, request_id)



        
          
        

    

  


  

      

          @spec cancelled?(pid(), Urchin.JSONRPC.id()) :: boolean()


      


Returns true if the given in-flight request has been cancelled.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      finish_request(pid, request_id)



        
          
        

    

  


  

      

          @spec finish_request(pid(), Urchin.JSONRPC.id()) :: :ok


      


Removes a completed in-flight POST request.

  



  
    
      
    
    
      generate_id()



        
          
        

    

  


  

      

          @spec generate_id() :: String.t()


      


Generates a cryptographically random, visible-ASCII session id.

  



  
    
      
    
    
      handle_client_message(pid, message)



        
          
        

    

  


  

      

          @spec handle_client_message(pid(), Urchin.JSONRPC.decoded()) :: :ok


      


Handles a client-originated notification or response delivered over POST.
Notifications (notifications/cancelled, ...) update session state; responses are correlated
to a pending outbound request. notifications/initialized is committed synchronously via
mark_initialized/1, not through this path.

  



  
    
      
    
    
      mark_initialized(pid)



        
          
        

    

  


  

      

          @spec mark_initialized(pid()) :: :ok


      


Marks the session initialized synchronously (after notifications/initialized).

  



    

  
    
      
    
    
      notify(pid, method, params \\ nil)



        
          
        

    

  


  

      

          @spec notify(pid(), String.t(), map() | nil) :: :ok


      


Sends an unsolicited notification to the client on the general stream.

  



    

  
    
      
    
    
      register_general_stream(pid, owner, resume_from \\ nil)



        
          
        

    

  


  

      

          @spec register_general_stream(pid(), pid(), {String.t(), non_neg_integer()} | nil) ::
  {:ok, String.t(), [{String.t(), iodata()}]}


      


Registers (or replaces) the GET general stream, returning events to replay.

  



  
    
      
    
    
      register_outbound(pid, caller)



        
          
        

    

  


  

      

          @spec register_outbound(pid(), pid()) :: String.t()


      


Allocates an outbound request id and records the caller awaiting the response.

  



  
    
      
    
    
      set_log_level(pid, level)



        
          
        

    

  


  

      

          @spec set_log_level(pid(), String.t()) :: :ok


      


Sets the minimum log level the client wishes to receive.

  



  
    
      
    
    
      snapshot(pid)



        
          
        

    

  


  

      

          @spec snapshot(pid()) :: map()


      


Returns a snapshot of the data needed to build a request context.

  



  
    
      
    
    
      start(opts)



        
          
        

    

  


  

      

          @spec start(keyword()) :: {:ok, String.t(), pid()} | {:error, term()}


      


Starts a session under the session supervisor and returns its id and pid.

  



  
    
      
    
    
      start_request(pid, request_id, task_pid, owner_pid)



        
          
        

    

  


  

      

          @spec start_request(pid(), Urchin.JSONRPC.id(), pid(), pid()) :: String.t()


      


Registers an in-flight POST request so it can be cancelled, returning a unique
per-session SSE stream id for that request's response stream.

  



  
    
      
    
    
      subscribe(pid, uri)



        
          
        

    

  


  

      

          @spec subscribe(pid(), String.t()) :: :ok


      


Records a resource subscription.

  



  
    
      
    
    
      subscriptions(pid)



        
          
        

    

  


  

      

          @spec subscriptions(pid()) :: MapSet.t()


      


Returns the set of subscribed resource URIs.

  



  
    
      
    
    
      terminate(pid)



        
          
        

    

  


  

      

          @spec terminate(pid()) :: :ok


      


Terminates a session process.

  



  
    
      
    
    
      unsubscribe(pid, uri)



        
          
        

    

  


  

      

          @spec unsubscribe(pid(), String.t()) :: :ok


      


Removes a resource subscription.

  



  
    
      
    
    
      whereis(id)



        
          
        

    

  


  

      

          @spec whereis(String.t()) :: pid() | nil


      


Looks up a live session pid by id.

  


        

      


  

    
Urchin.Tool 
    



      
A tool definition advertised via tools/list.
Mirrors the Tool type from the MCP schema. input_schema is a JSON Schema object
describing the tool arguments; when omitted it defaults to default_input_schema/0, an
object that accepts no properties.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        default_input_schema()

      


        The input schema advertised for a tool that declares none: an object accepting no
properties, per the MCP recommendation for parameterless tools.



    


    
      
        new(attrs)

      


        Builds a tool from a keyword list or map of attributes.



    


    
      
        to_map(tool)

      


        Serializes the tool to its JSON-RPC wire shape.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Urchin.Tool{
  annotations: map() | nil,
  description: String.t() | nil,
  execution: map() | nil,
  icons: [map()] | nil,
  input_schema: map() | nil,
  meta: map() | nil,
  name: String.t(),
  output_schema: map() | nil,
  title: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      default_input_schema()



        
          
        

    

  


  

      

          @spec default_input_schema() :: map()


      


The input schema advertised for a tool that declares none: an object accepting no
properties, per the MCP recommendation for parameterless tools.

  



  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: t()


      


Builds a tool from a keyword list or map of attributes.

  



  
    
      
    
    
      to_map(tool)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serializes the tool to its JSON-RPC wire shape.

  


        

      


  

    
Urchin.Transport.StreamableHTTP 
    



      
A Plug implementing the MCP Streamable HTTP transport (revision 2025-11-25).
Mount it at a single endpoint path serving POST, GET and DELETE:
forward "/mcp", to: Urchin.Transport.StreamableHTTP, init_opts: [server: MyServer]
or run it standalone via Urchin.start_link/2 / Urchin.Endpoint.
Options
	:server (required) - a module implementing Urchin.Server
	:init_arg - argument passed to Urchin.Server.init/1 once per session (default nil)
	:allowed_origins - :all, a list of allowed Origin values, or nil to allow
missing origins plus localhost (default nil)
	:require_session - reject post-initialize requests without a session id (default true)
	:enable_get - offer the GET SSE stream (default true)
	:allow_delete - allow client session termination via DELETE (default true)
	:min_log_level - default minimum log level for new sessions (default "info")
	:request_timeout - per-request handler timeout in ms (default 60_000)
	:validate_protocol_version - validate the MCP-Protocol-Version header (default true)
	:max_sessions - reject new sessions with 503 once this many are active (default
nil, unlimited). The cap is enforced atomically before the server's init/1 runs,
and is global across all sessions in the app.
	:session_idle_timeout - terminate a session after this many ms without client
activity (default nil, never). A session serving a request is not reaped.
	:session_max_lifetime - terminate a session this many ms after it was created,
regardless of activity (default nil, never). Set it above your longest expected
tool run, since it can expire a session mid-request.
	:expose_internal_errors - return raised-exception messages to the client instead of a
generic error (default false). Exceptions are always logged; enable only in development.
	:sse_buffer_limit - the maximum number of recent general-stream (GET SSE) events each
session keeps for resumption replay. Defaults to nil, which preserves the session's
internal default of 100. A positive integer or nil.
	:auth - an Urchin.Auth (or keyword options) to require OAuth 2.1 bearer tokens on
every request; nil (default) serves MCP unauthenticated. The metadata discovery
endpoint is served by Urchin.Endpoint/Urchin.Auth.Metadata, not this plug.

The transport enforces the spec by default and these behaviors are not configurable: it
validates a DSL tool's tools/call arguments against its input schema (a hand-written
call_tool/3 validates its own arguments), rejects operation requests received before
notifications/initialized (only ping is allowed pre-init), and surfaces a tool handler's
{:error, binary} as an isError CallToolResult.
The plug reads the raw request body itself, so mount it before any JSON body parser.

      




  

    
Urchin.URITemplate 
    



      
Minimal RFC 6570 URI template matching used to route resources/read requests to
a declared resource_template.
Supports level-1 {var} expressions. A bare {var} matches a single path segment
(no /); {+var} and {var*} match across segments. This is sufficient for the
common resource-template patterns; full RFC 6570 expansion is intentionally not
implemented.

      


      
        Summary


  
    Functions
  


    
      
        compile(template)

      


        Compiles a URI template into a {regex, var_names} pair for repeated matching.



    


    
      
        match(template, uri)

      


        Matches uri against template, returning extracted variables on success.



    





      


      
        Functions


        


  
    
      
    
    
      compile(template)



        
          
        

    

  


  

      

          @spec compile(String.t()) :: {Regex.t(), [String.t()]}


      


Compiles a URI template into a {regex, var_names} pair for repeated matching.

  



  
    
      
    
    
      match(template, uri)



        
          
        

    

  


  

      

          @spec match(String.t() | {Regex.t(), [String.t()]}, String.t()) ::
  {:ok, %{required(String.t()) => String.t()}} | :error


      


Matches uri against template, returning extracted variables on success.
Accepts either a raw template string or a precompiled {regex, vars} tuple.

  


        

      


  

    
Urchin.Error exception
    



      
JSON-RPC / MCP error representation.
An Urchin.Error is both a struct and an exception, so handlers may either return
{:error, Urchin.Error.t()} or raise it. The dispatcher converts it into a
JSON-RPC error object on the wire.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        internal_error(message \\ "Internal error", data \\ nil)

      


        JSON-RPC internal error (-32603).



    


    
      
        invalid_params(message \\ "Invalid params", data \\ nil)

      


        JSON-RPC invalid params (-32602).



    


    
      
        invalid_request(message \\ "Invalid Request", data \\ nil)

      


        JSON-RPC invalid request (-32600): the payload is not a valid request object.



    


    
      
        method_not_found(message \\ "Method not found", data \\ nil)

      


        JSON-RPC method not found (-32601).



    


    
      
        method_not_found_code()

      


        Code constant for method_not_found.



    


    
      
        new(code, message, data \\ nil)

      


        Builds an error with an explicit numeric code.



    


    
      
        parse_error(message \\ "Parse error", data \\ nil)

      


        JSON-RPC parse error (-32700): invalid JSON was received.



    


    
      
        to_map(error)

      


        Serializes the error into the JSON-RPC error object shape. The data member
is omitted when nil.



    


    
      
        url_elicitation_required_code()

      


        Code constant for the URL-elicitation-required error.



    


    
      
        wrap(error)

      


        Coerces an arbitrary value raised or returned by user code into an Urchin.Error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Urchin.Error{
  __exception__: true,
  code: integer(),
  data: term() | nil,
  message: String.t()
}


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      internal_error(message \\ "Internal error", data \\ nil)



        
          
        

    

  


  

      

          @spec internal_error(String.t(), term() | nil) :: t()


      


JSON-RPC internal error (-32603).

  



    

    

  
    
      
    
    
      invalid_params(message \\ "Invalid params", data \\ nil)



        
          
        

    

  


  

      

          @spec invalid_params(String.t(), term() | nil) :: t()


      


JSON-RPC invalid params (-32602).

  



    

    

  
    
      
    
    
      invalid_request(message \\ "Invalid Request", data \\ nil)



        
          
        

    

  


  

      

          @spec invalid_request(String.t(), term() | nil) :: t()


      


JSON-RPC invalid request (-32600): the payload is not a valid request object.

  



    

    

  
    
      
    
    
      method_not_found(message \\ "Method not found", data \\ nil)



        
          
        

    

  


  

      

          @spec method_not_found(String.t(), term() | nil) :: t()


      


JSON-RPC method not found (-32601).

  



  
    
      
    
    
      method_not_found_code()



        
          
        

    

  


  

      

          @spec method_not_found_code() :: integer()


      


Code constant for method_not_found.

  



    

  
    
      
    
    
      new(code, message, data \\ nil)



        
          
        

    

  


  

      

          @spec new(integer(), String.t(), term() | nil) :: t()


      


Builds an error with an explicit numeric code.

  



    

    

  
    
      
    
    
      parse_error(message \\ "Parse error", data \\ nil)



        
          
        

    

  


  

      

          @spec parse_error(String.t(), term() | nil) :: t()


      


JSON-RPC parse error (-32700): invalid JSON was received.

  



  
    
      
    
    
      to_map(error)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serializes the error into the JSON-RPC error object shape. The data member
is omitted when nil.

  



  
    
      
    
    
      url_elicitation_required_code()



        
          
        

    

  


  

      

          @spec url_elicitation_required_code() :: integer()


      


Code constant for the URL-elicitation-required error.

  



  
    
      
    
    
      wrap(error)



        
          
        

    

  


  

      

          @spec wrap(term()) :: t()


      


Coerces an arbitrary value raised or returned by user code into an Urchin.Error.
Urchin.Error values pass through unchanged. Everything else becomes an internal
error so that exceptions never leak transport details to the client.
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